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Guide for System Center Management Pack for Windows Server DNS 

Document Version

This guide was written based on the 10.0.9.3 version of the System Center Management Pack for Windows Server DNS.

Revision History 

	Release Date
	Changes

	March 2013
	Original release date and version of this guide

	October 2013
	Updated for System Center 2012 R2 

	August 2014
	Bug Fixes

	December 2015
	Generic presentation management pack Integration (Management pack with generic views and groups).

	April 2017
	Bug Fixes

	May 2017
	Bug Fixes

	February 2019
	Bug Fixes


Introduction to the DNS Management Pack

The System Center Management Pack for Windows Server DNS monitors DNS health, availability, configuration, security, and zone-transfer issues on DNS servers running the Windows Server 2003 and Windows Server 2008, 2008 R2, Windows Server 2012 and Windows Server 2012 R2 operating systems. 
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Note 

This Management Pack is intended to completely replace the functionality of the previous DNS Management Packs listed below, and as such it is not backwards compatible with them.  The old and new management packs can live side-by-side, so you can uninstall the old MP’s if/when you are comfortable with the new Management Pack.
Microsoft.Windows.DNSServer.2003

Microsoft.Windows.DNSServer.2008

Microsoft.Windows.DNSServer.Library

Because the instrumentation of Windows DNS is almost identical between Windows 2003, 2008, 2008 R2, 2012 and 2012 R2, the management pack will discover and monitor DNS on all four versions of Windows Server with the same rules and monitors.

The System Center Management Pack for Windows Server DNS download includes management packs for the following operating systems:

· Windows Server 2012R2
· Windows Server 2012
· Windows Server 2008 R2

· Windows Server 2008

· Windows Server 2003

Getting the Latest Management Pack and Documentation

You can find the System Center Management Pack for Windows Server DNS on the Download Center.

Changes in February 2019 Update

· Fixed the problem with DNS Zones Discovery for large number of zones.
· Fixed the problem with DNS Server Discovery for Event ID 10000.

Changes in May 2017 Update

· Fixed a problem that was preventing some monitor for English locale Windows in the script.

· Fixed the problem in DNS Global Zone Discovery. 

Changes in April 2017 Update

· Fixed a problem that was preventing a discovery in the script. (Windows DNS Forwarder IP Address Unconditional)

· Fixed a problem in display strings.

Changes in December 2015 Update

· Generic Management Pack Integration: introduced a common folder structure, which will be used by future releases of Windows Server DNS monitoring packs. This management pack enables version-independent generic views and groups, displaying the information about all versions of Windows Server DNS.
Changes in August 2014 Update

· Fixed DNSMetrics2012R2Probe script can cause high CPU in MonitoringHost.exe

· Changed display string for DNS server groups to be consistent with DHCP server group name

· Added Dependency health monitor for the group Windows DNS Server 2012 R2 Group

Changes in March 2013 Update

· Added support for Windows Server 2012 DNS

· This Management Pack is intended to completely replace the functionality of the previous DNS Management Packs, and as such it is not backwards compatible with them.  The old and new management packs can live side-by-side, so you can uninstall the old MP’s if/when you are comfortable with the new Management Pack.

· Microsoft.Windows.DNSServer.2003

· Microsoft.Windows.DNSServer.2008

· Microsoft.Windows.DNSServer.Library

· Discovery for DNS on Windows Server 2012 is enabled by default. Previous versions are disabled per the above statement around living side by side with the old Management Packs.

· Because the instrumentation of Windows DNS has changed so little between Windows 2003, 2008, 2008 R2, and 2012, the management pack will discover and monitor DNS on all four versions of Windows Server with the same rules and monitors.

· The DNS Monitoring Management Pack in this release contains event and performance collection rules that are disabled by default. A separate, optional MP includes overrides those for people that want to collect events and performance counters for purposes other than alert generation. (See files included in this Management Pack below)
Supported Configurations

The System Center Management Pack for Windows Server DNS supports the following operating systems:

· Windows Server 2003 DNS 

· Windows Server 2008 DNS 

· Windows Server 2008 R2 DNS 

· Windows Server 2012 DNS 

· Windows Server 2012 R2 DNS
The number of DNS management devices supported is based on the supported limit for the number of agents in a management group.

These management packs are supported on the System Center Operations Manager 2007 R2 and above, except optional Microsoft.Windows.DNSServer.Generic.Dashboard.mp that is compatible with System Center Operations Manager 2012 and above.
Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Before You Import the Management Pack

Before you import the version 10.0.0.0 System Center Management Pack for Windows Server DNS, note the following limitations of the management pack:


Agentless monitoring is not supported.
Files in This Management Pack

To monitor Windows Server DNS, you must first download the System Center Management Pack for Windows Server DNS from the Download Center.
The System Center Management Pack for Windows Server DNS download includes management packs for the following operating systems:

· Windows Server 2012 R2
· Windows Server 2012
· Windows Server 2008 R2

· Windows Server 2008

· Windows Server 2003

The Windows Server DNS Management Pack includes the following files:

	File Name
	Description

	Microsoft.Windows.Server.DNS.mp
	Monitoring Management Pack for monitoring Windows Server DNS on :
· Windows Server® 2012 R2
· Windows Server® 2012
· Windows Server® 2008 R2

· Windows Server® 2008

· Windows Server® 2003

(Only Windows Server 2012 Discovery and Windows Server 2012 R2 Discovery are enabled by default)

	Microsoft.Windows.Server.DNS.Optional.Enable.Event.Collection.mp
	Optional Override MP to enable Windows Server DNS Event collection

	Microsoft.Windows.Server.DNS.Optional.Enable.Performance.Collection.mp
	Optional Override MP to enable Windows Server DNS Performance collection

	Microsoft.Windows.Server.DNS.Optional.Enable.Windows.2003.2008.2008R2.Discovery.mp
	Optional Override MP to enable discovery for Windows Server DNS on :

· Windows Server® 2008 R2

· Windows Server® 2008

· Windows Server® 2003

	Microsoft.Windows.DNSServer.Generic.Presentation.mp
	Management pack with generic views and groups.

	Microsoft.Windows.DNSServer.Generic.Dashboard.mp
	Optional Management pack that enables generic dashboards. Compatible only with System Center Operations Manager 2012 and above.


How to Import the System Center Management Pack for Windows Server DNS
For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Understanding Management Pack Operations

In this section

Classes
Discoveries
Tasks
Monitors
Rules
Groups
Classes
	Name
	Base Class
	ID

	Windows DNS Domain
	System.Service
	Microsoft.Windows.Server.DNS.DNSDomain

	Windows DNS Forwarder
	Windows DNS Hosted Component
	Microsoft.Windows.Server.DNS.Forwarder

	Windows DNS Forwarder Conditional Forward
	Windows DNS Forwarder
	Microsoft.Windows.Server.DNS.Forwarder.Conditional.Forward

	Windows DNS Forwarder Conditional Reverse
	Windows DNS Forwarder
	Microsoft.Windows.Server.DNS.Forwarder.Conditional.Reverse

	Windows DNS Forwarder IP Address
	Microsoft.Windows.ApplicationComponent
	Microsoft.Windows.Server.DNS.Forwarder.IPAddress

	Windows DNS Forwarder IP Address Conditional Forward
	Windows DNS Forwarder IP Address
	Microsoft.Windows.Server.DNS.Forwarder.IPAddress.Conditional.Forward

	Windows DNS Forwarder IP Address Conditional Reverse
	Windows DNS Forwarder IP Address
	Microsoft.Windows.Server.DNS.Forwarder.IPAddress.Conditional.Reverse

	Windows DNS Forwarder IP Address Unconditional
	Windows DNS Forwarder IP Address
	Microsoft.Windows.Server.DNS.Forwarder.IPAddress.Unconditional

	Windows DNS Forwarder Unconditional
	Windows DNS Forwarder
	Microsoft.Windows.Server.DNS.Forwarder.Unconditional

	Windows DNS Hosted Component
	Microsoft.Windows.ApplicationComponent
	Microsoft.Windows.Server.DNS.HostedComponent

	Windows DNS Server
	Microsoft.Windows.ComputerRole
	Microsoft.Windows.Server.DNS.Server

	Windows DNS Server 2003 Group
	Instance Group
	Microsoft.Windows.Server.DNS.Server.2003.Group

	Windows DNS Server 2008 Group
	Instance Group
	Microsoft.Windows.Server.DNS.Server.2008.Group

	Windows DNS Server 2008 R2 Group
	Instance Group
	Microsoft.Windows.Server.DNS.Server.2008R2.Group

	Windows DNS Server 2012 Group
	Instance Group
	Microsoft.Windows.Server.DNS.Server.2012.Group

	Windows DNS Server 2012 R2 Group
	Instance Group
	Microsoft.Windows.Server.DNS.Server.2012R2.Group

	Windows DNS Server IP Address
	Microsoft.Windows.ApplicationComponent
	Microsoft.Windows.Server.DNS.Server.IPAddress

	Windows DNS Zone
	Windows DNS Hosted Component
	Microsoft.Windows.Server.DNS.Zone

	Windows DNS Zone Global
	Windows DNS Zone
	Microsoft.Windows.Server.DNS.Zone.Global

	Windows DNS Zone WINS Abstract
	Microsoft.Windows.ApplicationComponent
	Microsoft.Windows.Server.DNS.Zone.WINS.Abstract

	Windows DNS Zone WINS Connector
	Windows DNS Zone WINS Abstract
	Microsoft.Windows.Server.DNS.Zone.WINSConnector

	Windows DNS Zone WINS-R Connector
	Windows DNS Zone WINS Abstract
	Microsoft.Windows.Server.DNS.Zone.WINSRConnector


Discoveries

	Name
	Target
	Enabled
	Frequency

	Microsoft Windows Server 2003, 2008, and 2008 R2 DNS Server Discovery
	Microsoft.Windows.Server.Computer
	False
	14400

	Microsoft Windows Server DNS DNS Domain Discovery
	Windows DNS Zone
	True
	14700

	Microsoft Windows Server DNS Forwarder Conditional Discovery
	Windows DNS Server
	True
	14460

	Microsoft Windows Server DNS Forwarder Unconditional Discovery
	Windows DNS Server
	True
	14520

	Windows DNS Server 2003 Group Discovery
	Windows DNS Server 2003 Group
	True
	

	Windows DNS Server 2008 Group Discovery
	Windows DNS Server 2008 Group
	True
	

	Windows DNS Server 2008 R2 Group Discovery
	Windows DNS Server 2008 R2 Group
	True
	

	Microsoft Windows Server DNS Server 2012 Group Discovery
	Windows DNS Server 2012 Group
	True
	

	Microsoft Windows Server DNS Server 2012 R2 Group Discovery
	Windows DNS Server 2012 R2 Group
	True
	

	Microsoft Windows Server DNS Server Discovery
	Microsoft.Windows.Server.Computer
	True
	14400

	Microsoft Windows Server DNS Server Property Discovery
	Windows DNS Server
	True
	14580

	Microsoft Windows Server DNS WINS Discovery
	Windows DNS Zone
	True
	14760

	Microsoft Windows Server DNS Zone Discovery
	Windows DNS Server
	True
	14640

	Windows DNS Server 2012 R2 Discovery Populate Signed Zones
	Windows DNS Zone
	True
	

	Windows DNS Server 2012 R2 Discovery Populate Trust Points
	Windows DNS Zone
	True
	


Tasks

	Name
	Description
	Target

	Clear Cache
	Clear the DNS Server Cache
	Windows DNS Server

	Pause Zone
	Pause a Zone
	Windows DNS Zone

	Refresh Zone
	Refresh a Zone
	Windows DNS Zone

	Reload Zone
	Reload a Zone
	Windows DNS Zone

	Resume Zone
	Resume a Zone
	Windows DNS Zone

	Start Scavenging
	Start DNS Server Scavenging
	Windows DNS Server

	Start DNS Service
	Start the DNS Service
	Windows DNS Server

	Stop DNS Service
	Stop the DNS Service
	Windows DNS Server

	Update Zone
	Update a Zone
	Windows DNS Zone


Monitors

	Name
	Target
	Category
	Enabled

	Microsoft Windows Server DNS ADI Sync Incomplete
	Windows DNS Server
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Autoconfig Failed
	Windows DNS Server
	ConfigurationHealth
	True

	Microsoft Windows Server DNS Forwarder Conditional Forward Localhost NSLookup
	Windows DNS Forwarder Conditional Forward
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Forwarder Conditional Reverse Localhost NSLookup
	Windows DNS Forwarder Conditional Reverse
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Forwarder IP Address Conditional Forward NSLookup
	Windows DNS Forwarder IP Address Conditional Forward
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Forwarder IP Address Conditional Reverse NSLookup
	Windows DNS Forwarder IP Address Conditional Reverse
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Forwarder IP Address Unconditional NSLookup
	Windows DNS Forwarder IP Address Unconditional
	AvailabilityHealth
	False

	Microsoft Windows Server DNS Forwarder Unconditional Localhost NSLookup
	Windows DNS Forwarder Unconditional
	AvailabilityHealth
	False

	Microsoft Windows Server DNS GlobalNames NSLookup
	Windows DNS Zone Global
	AvailabilityHealth
	False

	Microsoft Windows Server DNS IP Address NSLookup
	Windows DNS Server IP Address
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Recursive Queries/sec
	Windows DNS Server
	PerformanceHealth
	True

	Microsoft Windows Server DNS Recursive Query Failure/sec
	Windows DNS Server
	PerformanceHealth
	True

	Microsoft Windows Server DNS Recursive TimeOut/sec
	Windows DNS Server
	PerformanceHealth
	True

	Microsoft Windows Server DNS Server Logging Level
	Windows DNS Server
	ConfigurationHealth
	True

	Microsoft Windows Server DNS Service Running
	Windows DNS Server
	AvailabilityHealth
	True

	Microsoft Windows Server DNS WINS NSLookup
	Windows DNS Zone WINS Connector
	AvailabilityHealth
	False

	Microsoft Windows Server DNS WINSR NSLookup
	Windows DNS Zone WINS-R Connector
	AvailabilityHealth
	False

	Microsoft Windows Server DNS WMI Validation Test One
	Windows DNS Server
	AvailabilityHealth
	True

	Microsoft Windows Server DNS WMI Validation Test Two
	Windows DNS Server
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Zone NSLookup
	Windows DNS Zone
	AvailabilityHealth
	True

	Microsoft Windows Server DNS Zone State
	Windows DNS Zone
	AvailabilityHealth
	True

	Microsoft Windows Server DNS 2012 R2 DNSSEC IsSigned
	Windows DNS Zone
	AvailabilityHealth
	False

	Microsoft Windows Server DNS 2012 R2 DNSSEC KeyMasterState
	Windows DNS Zone
	AvailabilityHealth
	False

	Microsoft Windows Server DNS 2012 R2 DNSSEC KeyRolloverState
	Windows DNS Zone
	AvailabilityHealth
	False

	Microsoft Windows Server DNS 2012 R2 Monitor DNSSEC TrustPoint
	Windows DNS TrustPoint
	AvailabilityHealth
	False
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Note 

The following monitors are disabled by default as they require specific customer configuration:

-
Microsoft.Windows.Server.DNS.WINSR.NSLookup

-
Microsoft.Windows.Server.DNS.WINS.NSLookup

-
Microsoft.Windows.Server.DNS.GlobalNames.NSLookup

All of these have placeholder values in their HostName settings.  If you want to enable the monitors you should make sure you override the HostName property of the monitor to the setting that will work in your environment.

The following monitors are disabled by default as they require specific customer configuration:

-
Microsoft.Windows.Server.DNS.Forwarder.IPAddress.Unconditional.NSLookup

-
Microsoft.Windows.Server.DNS.Forwarder.Unconditional.Localhost.NSLookup

These monitors target www.microsoft.com by default.  If your DNS servers have internet access these monitors can be enabled as-is.  If your DNS servers have no internet access override the HostName properties of the monitors to the setting that will work in your environment.

Rules

	Name
	Target
	Category
	Enabled

	Microsoft Windows Server DNS ADI BackgroundLoadFailure
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI DeleteError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI DNSAdminsError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI EnlistmentFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI FSMOUnavailable
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI InterfaceError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI LDAPTimeout
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI LoadFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI OpenFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI OpenPartitionFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI PartitionCreateError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI RecordLoadFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI RetryableZoneOperationFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI SecurityInterfaceFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI WriteFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI WriteTimeout
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS ADI ZoneConflict
	Windows DNS Zone
	Alert
	True

	Microsoft Windows Server DNS ADI ZoneOperationFailed
	Windows DNS Zone
	Alert
	True

	Microsoft Windows Server DNS Collection AXFR Request Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection AXFR Request Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection AXFR Response Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection AXFR Success Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection AXFR Success Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Caching Memory
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Database Node Memory
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update NoOperation
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update NoOperation/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update Queued
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update Received/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update Rejected
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update TimeOuts
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update Written to Database
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Dynamic Update Written to Database/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Error
	Windows DNS Server
	EventCollection
	False

	Microsoft Windows Server DNS Collection Information
	Windows DNS Server
	EventCollection
	False

	Microsoft Windows Server DNS Collection IXFR Request Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection IXFR Request Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection IXFR Response Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection IXFR Success Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection IXFR Success Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection IXFR TCP Success Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection IXFR UDP Success Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Nbstat Memory
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Notify Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Notify Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Record Flow Memory
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Recursive Queries
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Recursive Queries/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Recursive Query Failure
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Recursive Query Failure/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Recursive Send TimeOuts
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Recursive TimeOut/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Secure Update Failure
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Secure Update Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Secure Update Received/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection TCP Message Memory
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection TCP Query Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection TCP Query Received/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection TCP Response Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection TCP Response Sent/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Total Query Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Total Query Received/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Total Response Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Total Response Sent/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection UDP Message Memory
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection UDP Query Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection UDP Query Received/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection UDP Response Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection UDP Response Sent/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Unmatched Responses Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Warning
	Windows DNS Server
	EventCollection
	False

	Microsoft Windows Server DNS Collection WINS Lookup Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection WINS Lookup Received/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection WINS Response Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection WINS Response Sent/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection WINS Reverse Lookup Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection WINS Reverse Lookup Received/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection WINS Reverse Response Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection WINS Reverse Response Sent/sec
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Zone Transfer Failure
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Zone Transfer Request Received
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Zone Transfer SOA Request Sent
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Collection Zone Transfer Success
	Windows DNS Server
	PerformanceCollection
	False

	Microsoft Windows Server DNS Configuration BootFileNotFound
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration CouldNotOpenDatabase
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration DomainNodeCreationError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration FileError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration FileOpenError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration FileWarning
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration InvalidListenAddresses
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration InvalidRegistrySetting
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration InvalidZoneType
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration NoForwardingAddresses
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration NoZoneFile
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration OpenSocketForAddress
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration PluginInitFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration RegistryOperationFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration RegZoneCreationFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration SecondaryRequiresMasters
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration SingleLabelHostname
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration UpdateDSPeersFailure
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration UpdateListenAddresses
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration ZoneBadPrimaryServer
	Windows DNS Zone
	Alert
	True

	Microsoft Windows Server DNS Configuration ZoneCreationFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Configuration ZoneExpiration
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS RootHints CacheFileError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS RootHints NoRootNameServer
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS RPC Initialize Failed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Service ConnectionError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Service DependencyFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Service FileError
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Service Memory Error
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Service Memory Warning
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Service SocketFailure
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Service ThreadCreationFailed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS WINSConnector Initialize Failed
	Windows DNS Server
	Alert
	True

	Microsoft Windows Server DNS Zone IncrementalTransferFailed
	Windows DNS Zone
	Alert
	True

	Microsoft Windows Server DNS Zone TransferAborted
	Windows DNS Zone
	Alert
	True

	Microsoft Windows Server DNS Zone TransferFailed
	Windows DNS Zone
	Alert
	True

	Microsoft Windows DNS 2012 R2 DNSSEC ZoneSignFailure
	Windows DNS Zone
	Alert
	True

	Microsoft Windows DNS 2012 R2 DNSSEC UpdateFailed
	Windows DNS Zone
	Alert
	True

	Microsoft Windows DNS 2012 R2 DNSSEC RolloverFailed
	Windows DNS Zone
	Alert
	True

	Microsoft Windows DNS 2012 R2 DNSSEC ReplicationFailed
	Windows DNS Zone
	Alert
	True

	Microsoft Windows DNS 2012 R2 DNSSEC ResignFail
	Windows DNS Zone
	Alert
	True

	Microsoft Windows DNS 2012 R2 DNSSEC LoadSignFailure
	Windows DNS Zone
	Alert
	True

	Microsoft Windows DNS 2012 R2 DNSSEC SignatureRefreshFail
	Windows DNS Zone
	Alert
	True


Groups

	Name
	ID

	Windows DNS Server 2003 Group
	Microsoft.Windows.Server.DNS.Server.2003.Group

	Windows DNS Server 2008 Group
	Microsoft.Windows.Server.DNS.Server.2008.Group

	Windows DNS Server 2008 R2 Group
	Microsoft.Windows.Server.DNS.Server.2008R2.Group

	Windows DNS Server 2012 Group
	Microsoft.Windows.Server.DNS.Server.2012.Group

	Windows DNS Server 2012 R2 Group
	Microsoft.Windows.Server.DNS.Server.2012R2.Group


Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, may generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object into maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Viewing Information in the Operations Manager Console

Version-independent (generic) views and dashboards

Microsoft.Windows.DNSServer.Generic.Presentation.mp management pack introduces common folder structure which will be used by future releases of the Windows Server DNS monitoring packs. The following views and dashboards are version-independent, and show information about all versions of Windows Server DNS:
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 Microsoft Windows Server DNS
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Active Alerts
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DNS Servers
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Task Status
“DNS Servers” dashboard provides information about all DNS Servers:
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DNS Servers (2)
Icon Health  Maintenance Mode  Display Name 4 Path Windows Version
o< Windows DNS Server on vm1.dnsmplocal vm1l.dnsmpliocal 10.0.10074
0o @ Windows DNS Server on vm2.dnsmpl.Jocal vm2.dnsmpllocal 10.0.10074
Display Name Windows DNS Server on vm1.dnsmp1.local
Path vm1.dnsmp1.local\Windows DNS Server on vm1.dnsmp1.local
Health Error
Object Display Name Windows DNS Server on vm1.dnsmp1.local
Event Logging Level 4
Scavenging Interval 0
Name vm1.dnsmpl.local
Windows Version 10.0.10074





The Monitoring Pack for Microsoft Windows DNS Server introduces the comprehensive set of state, performance and alert view which can be found in the dedicated folder:

· Monitoring

· Microsoft Windows Server DNS 
· Microsoft Windows Server DNS 2012 R2 and older versions

Links

The following links connect you to information about common tasks that are associated with System Center management packs:

System Center 2012 - Operations Manager


Management Pack Life Cycle 


How to Import a Management Pack 


Tuning Monitoring by Using Targeting and Overrides

How to Create a Run As Account  


How to Export a Management Pack 


How to Remove a Management Pack 

Operations Manager 2007 R2


Administering the Management Pack Life Cycle 


How to Import a Management Pack in Operations Manager 2007 


How to Monitor Using Overrides

How to Create a Run As Account in Operations Manager 2007 


How to Modify an Existing Run As Profile 


How to Export Management Pack Customizations 


How to Remove a Management Pack 

For questions about Operations Manager and management packs, see the System Center Operations Manager community forum.

A useful resource is the System Center Operations Manager Unleashed blog, which contains “By Example” posts for specific management packs.

For additional information about Operations Manager, see the System Center 2012 - Operations Manager Survival Guide and Operations Manager 2007 Management Pack and Report Authoring Resources 
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.

Known Issues and Troubleshooting

"DNS Zones Moniroring fails for large number of Zones”
Issue:  DNS Zones workflows causes the monitoring to crash when there are large number of DNS Zones

Workaround: Disable the Rules and Monitors on Zones and create a Group for inclusion list i.e. add priority zones to the group and enable the monitors and rules to run only on the group.
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